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(54) METHOD AND SYSTEM FOR DIGITAL INFORMATION PROTECTION 


(57)Abstract: 




PURPOSE: To provide a method and a system for digital 





information protection system which prevent the illegal use of 
information without disturbing the privacy. 

CONSTITUTION: When information is received from an information 
center device 1 to a terminal equipment 2, enciphered information 
is received and is stored in an information storage part 23; and 
when information is used, random numbers generated by a random 
number generation part 24 are transmitted from the terminal 
equipment 2 to the information center device 1 to request a 
deciphering key for deciphering information, and random numbers 
and the deciphering key are enciphered by a terminal secret key 
and are transmitted from the information center device 1 to the 
terminal equipment 2. The terminal equipment 2 deciphers random 
numbers and the deciphering key and collates transmitted random 
numbers and received those with each other; and when they 
coincide with each other as the result of collation, the terminal 
equipment 2 deciphers digital information and erases random 
numbers and the deciphering key. 
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f-v ^*;mna*Bg#itr*i«^t#«fc, umbras 

SHtW^-r5HusBiS*^mSl^ffl^TBg^^bLTMf2 
WH&Blc&ft-f « BMM#f8: t A , iiufBS* 

»r- * *«s-r 5 a»ft£¥fi t , Mjatii «-t > x s 
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i. v { 1 tc&fe'dL (SB:)) , M,l2tiMBtm-r*M«J«JiJ 
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ftR^tr-y h*ffiKJlttLfclS-&lf y h^'JK s II R£Bg 
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Dl. ID 2, •••) £«i|£ft$lt (Kl, K2, •••) 

[0 0 2 4] 4S*Si2T*a, fMffiflffiHr^SB l 
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[0 0 2 8] 4g*S@2 W«"ty*«B 1 (Cg^b 
T (sci) , iefift"r-r5?^;HII«*tt*t, ffl*^ 
Wm^Wmtft 2 2 i DIKDtbL feJg*»UBiJS^ a^tlf a 

iALTmi*te(DM£!&im'l7%:? (SCZ)„ 

[0029] t«'iffl-by^^ii v { 1 -eat, M,ES{,?UfcW* 
oflx^tb-r (sc3) o a^fijcsui 4T-miiatt 
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fiJilJ UTffiffilMiatCfc »),H-Wbfc«l»i«K s ££$^3 
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[0 0 3 6] ft 43, W±0!DlZfctf*IJ2 0'JiJfitflH:^^-r 
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Lfc*\ wffliift if 3 * * > 3 > uxomiit t a 

fflT-^So ^cDil^ii, 02, 04, 06, 08CD^tl 

^'ti-e rts$8-b>^gsi:is]^jgr£j oftfm^g-efc 
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^'j£^-rsiiftt-b>^li: ± D III— rf '>*^;U'B$HOli^ 

[0 0 4 1 ] ?P.(C B5R^3K«fcti«, ±!2«^*lc 
i: ©D| L T 43 < ft ft I > 46 , S^tt 1 1S 

m 1 ] *%w<Dm 1 <Dnmm<DT4 

[0 2 ] *«»JJOJD 1 OU£flfiP»u43ttS-r-f S>*;Wflf8 
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